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	Unit: Theme : Security and Privacy
	Length of Period: 2.5 50-minute classes

	Topic: Computer Security



	1. Learning Outcomes:

	General Curriculum Outcomes (GCOs):

(Manitoba Curriculum, see link below) Human Relations: Students will demonstrate tolerance, teamwork, leadership, and responsible, ethical, and moral behaviour.



	Specific Curriculum Outcomes (SCOs):

Manitoba Computer Science Framework Outcomes http://www.edu.gov.mb.ca/k12/cur/cs/framework.pdf
1.3.1

Discuss the effects of computer

crime, hacking, plagiarizing

code, software piracy, virus

distribution, and willful

destruction of data.

1.3.2

Demonstrate responsible

security practices while using

computers and networks.

Nova Scotia ICT Learning Outcomes:

BOC 12.3 

demonstrate facility with the

specialized vocabulary associated

with the technology they

use

BOC 12.4 

take personal responsibility

for their safe and ergonomic

use of technology for learning

SEHI 12.3 

critically analyze the impacts

of evolving technologies on

themselves, societies, and the

environment

PTS 12.3 

write and represent their

research using the structures,

features, conventions,

and techniques of

specialized publication

and presentation formats

with growing fluency.

CT 12.3

design and create electronic

documents to accomplish curricular

tasks

RPSD 12.3

evaluate and organize ideas

and information from a wide

range of media and a variety

of sources to meet their curriculum

needs efficiently and

independently.

	Learning Objectives:


Students will:

· Complete a Web-Quest that demonstrates their understanding of current computer security risks and how to negate them.

· Analyze and present deeper analysis of computer security risks by creating a class wiki on the topic. 



	2. Components of Plan

	A. Pre-assessment

· Students should have basic understanding of a computer, basic operating system functions, and internetworking.

· Accomodations may need to be made for students who cannot physically use computers very well.



	B. Learning Environment- (classroom design/layout, on-line, computer lab, science lab, library, outside etc)

Computer lab



	C. Resources/Materials/Technology/Safety /References:

· Individual computer per person, but if not available, at least one computer per group (recommended 4 students) with internet access.

· Access to http://computer.howstuffworks.com/hacker1.htm and http://antivirus.about.com/b/2008/10/10/what-are-social-engineering-attacks.htm . If students do not have individual computers, these should be handed out as print-outs.

· Access to http://www.youtube.com/watch?v=-kW1DPPp1VQ&feature=related
· Group access to Web-Quest and a wiki tool.



	D. Facilitation of student directed learning:

Monitor students in groups while completing webquest and wiki pages to make sure they're on task and offer assistance as is necessary. Students may need extra direct instruction how to create a wiki page.



	3. Content (What will be taught)
	Learning/Teaching strategies (How Content will be taught)

	A. Introduction: 
Briefly discuss computer security and it's importance. Let students know they'll be completing a WebQuest. (3mins)




	B. Content  for new learning

· Have students complete WebQuest up until step #6 

· Stop after Step #6 and review the answers to the questions.

· Divide up wiki tasks to students. You may also want to include a general overview wiki of all the types of threats and description about computer security. Demonstrate how to make a wiki page.

· Have students create wiki pages.
	C. Learning /Teaching Strategies for New Learning


Cooperative learning. (20mins)

Group discussion (10mins)

Student directed learning (5 mins)

Cooperative Learning (15 mins+time during second class)

	4. Formative Assessment: (assessment for learning, monitoring learning, one-on-one conferencing, small group conferencing etc)

	Monitor and elicit feedback from groups as they complete the WebQuest. Assess if students understand the nature of the computer threats before continuing on to wiki activity.



	5. Application: opportunity to move from guided practice, scaffolded practice to increasingly independent practice/performance

	Students will demonstrate understanding of security threats in the first six steps of the WebQuest and then will move on to creating wikis that explain how to combat these threats.



	6. Lesson conclusions (summarize, re-focus on outcome/learning objective, plans for follow up/further learning or carry over)

	At the end, allow students to present wikis and allow class discussion about the impact of computer crime. (30mins)



	7. Summative Assessment: (assessment of learning, summary of learning)

	See Rubric on WebQuest



	8. Pre-service Teacher Reflections on the Class (completed after lesson)

	Evidence of teacher learning related to lesson expectations:

Opportunities for future teacher learning related to lesson expectations:




