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Introduction

In this WebQuest you are going to explore threats to computer security from computer hackers, viruses, and other problems. 
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Task

In this WebQuest you will do the following:

· Brainstorm reasons why computer security is important.

· Read articles and maybe watch a video related to potential computer security threats.

· Answer questions about specific computer security threats.

· Design wiki pages to describe these threats in greater detail and help people protect themselves from them.
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Process

   1. First off, in your groups, brainstorm why proper computer security is important.  Write some reasons here.



2.Now individually:

a) Read the first two pages of following article: http://computer.howstuffworks.com/hacker.html. 

b) Next, read the following article: http://antivirus.about.com/b/2008/10/10/what-are-social-engineering-attacks.htm 

c) If you are finished reading those two articles before your group members, also watch the following video: http://www.youtube.com/watch?v=-kW1DPPp1VQ&feature=related
3. Now re-join your groups. In your own words, using Wikipedia or other websites to help you, research each of the following and give a brief explanation or examples in your own words:

A) Cracker (the person, not food!):

B) Social Engineering:

C) Dictionary attack:

D)  Phishing:

E) Trojan Horse (not the tool Greek soldiers used!):

F) Computer Worm: 

G) Keystroke Logging:

H) Botnet:

I) Denial of Service attack:

J) Buffer Overflow Attack:

4. From a recent Face-book search, someone had a status update like the following:

“Ugh stupid computer. It's been acting slow all week and keeps crashing on me. I just called ******* Computers and they told me they can't send anyone out until Sunday!! This really sucks.”

a) How might a social engineer who discovers this status update try to take advantage of this information?

b) What are some steps you can take to protect yourself from Social Engineers?

5. John Smith is 39 years old and works for a phone company. He doesn't know very much about computers, but he has to use one at work. Sometimes he works from home.  He lives on 37 Cabot Street in Ottawa, Ontario, has a wife named Lisa, and two twin daughters named Sam and Amanda who turn 11 years old on August 14th. He loves his family very much. On the weekends he is really passionate about hiking and belongs to a hiking club. 

a) List five typical passwords that someone like John Smith might use:

     i) 

    ii)

    iii)

   iv)

    v)

b) What can you do to protect yourself from crackers and dictionary attacks?

6. Ctrl-Click on the following link: http://www.royalbank.com . 

a) If instead of the website the link directed you to, it took you to a malicious page, what type of attack is this?

          b) How can you protect yourself from this type of attack? 

     7.If you are finished at this point, let your teacher know. They may want to give you further instructions and review the previous questions before continuing to the next step.

     8.Your teacher should have assigned your group two or three of the security threats from question 2b).

You are now going to pretend you work for an IT helpdesk for a major company and you are going to create wikis for the company employees to help protect themselves from security threats. Your wiki pages must include the following information:

a) a description of the type of attacks or tools that hacker's use.

b) examples of these attacks (preferably real examples if you can find them)

c) what steps employees can do to prevent being victims of these types of attacks

           Whenever possible, include appropriate references and link your wikis to other groups wiki pages.
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Evaluation

Describe to the learners how their performance will be evaluated. Specify whether there will be a common grade for group work vs. individual grades. You may want to have separate rubrics for individual and group work.

Beginning

Developing

Accomplished

Exemplary

Score

 

 WebQuest Questions (Steps 1-6)

 

0 pts

Did not attempt to answer WebQuest questions.

1-2pts

Demonstrated poor understanding of security threats and answered questions mostly incorrect or not at all.

3-4pts

Made some mistakes, but overall understood security threats and answered questions mostly correct. 

5pts

Answered all Questions Correctly.  Demonstrated full understanding of computer security threats.

 

Wiki  Content 

0-5pts

Wiki content is mostly missing.  Not at all useful to anyone else reading it.

5-7pts

Information is lacking or partially incorrect. Wiki is not very useful to for other people to read .

8-9pts

Demonstrated solid understanding of security threats and content is helpful to people not familiar with these security threats and how to protect themselves.

10pts

Demonstrated solid understanding of security threats .

Very well researched and informative.   Content will be very helpful to people not familiar with security threats.

 

Wiki Style

 

0 pts

Wiki content is missing. 

1-2 pts

Little thought was given to wiki formatting or audience that will be reading it.

3-5 pts

Wiki is overall formatted nicely, however could integrate with other wikis or be written in tutorial format better.

5 pts

Wiki is formatted very nicely and reads in a tutorial format designed for target audience. Wiki pages integrate well with other groups wiki pages.

 

Wiki Individual Contribution

 

Minus 15-0 pts

Did not contribute at all.

1-2 pts

Hardly contributed or did not work with group members very well.

3-4pts

Could have contributed more or worked with with other group members better. 

5pts

Contributed fair share of work. Worked with other group members well.
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Conclusion

In this WebQuest, hopefully you learned about computer security and steps you can take to protect yourself.
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Credits & References

We all benefit by being generous with our work. Permission is hereby granted for other educators to copy this WebQuest, update or otherwise modify it, and post it elsewhere provided that the original author's name is retained along with a link back to the original URL of this WebQuest. On the line after the original author's name, you may add Modified by (your name) on (date). If you do modify it, please let me know and provide the new URL.
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